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ASSEMBLY MEETING – November 4, 2022
▪Welcome 
▪ Call to Order
▪ Roll Call
▪Approve Agenda
▪Approve Minutes of April 2022 Assembly 

Meeting
▪Approve October 2022 Financial Reports
▪Network Services
▪ Adjourn



Financials for Approval



FINANCIAL UPDATE – Brian Stidham, Treasurer

FY2023 Projections All Funds
▪ Beginning Balance $1,270,076.32
▪ Revenues $3,868,821.31
▪ Expenses $3,944,964.04
▪ Projected Ending Balance $1,193,933.59
▪ Less Fiber Fund $501,150.83
▪ Unreserved Ending Balance $692,782.76





340,794.51



FINANCIAL UPDATE Cont.
Key Items
▪FY23 Application Services Fee Increase
▪New non-member services added in FY22 and FY23
▪Security needs requiring additional expenditures 
▪Network Infrastructure/Other Equipment refreshes
▪Increases from Software/Maintenance providers
▪Legal fees substantially higher in FY22/FY23 for work on 
the Port Authority Fiber Agreements

Vote for approval of Financials



Network Services – Update
DUO – Multi-Factor authentication – In Progress
▪ Phase 1 – Remote access VPN – Complete
▪ Phase 2 – Redesign – 23 of 39 districts Complete 
▪ Phase 3 – Student information & SSO – Under Review

Webfilter – GoGuardian conversion – Complete

Insurance / CyberSecurity Training
* District requirement

ACCESS Network Vulnerability Policy – Tom Davies

Future support needs– Security Operation Center / Security 
Lead / Tier 1 support



Cyber Security
New ACCESS Network Vulnerability Policy

Tom Davies



Network Vulnerability:
a weakness in an IT system that can be exploited by an attacker 
to grant them access or privileges they would not otherwise have

Background Info

How are Vulnerabilities 
Classified?
Into 4 groups, based on the risk associated with 
the vulnerability: Low, Medium, High, and Critical

CVSS is an industry standard scoring system



ACCESS Partners



Vulnerability History





ACCESS Network Vulnerability
Mitigation Policy

Purpose:
• Reduce our exposure to cyber attack by identifying and 

mitigating network vulnerabilities in a timely manner

Implementation:
• Define mitigation timeframes based on severity (CVSS 

Score)
• Establish notification procedure
• Establish procedure to address vulnerabilities not 

mitigated within defined timeframes



Timeframes

Rating Notification Response Mitigation
Low 5 days 5 days 40 days
Medium 5 days 5 days 10 days
High 1 day 1 day 2 days
Critical 1 day 1 day 2 days

*Days are business days, not calendar days



What Happens If It Can’t Be Mitigated?
Options:
• ACCESS will block the vulnerable system from the 

network
• District administration can do a risk assessment and 

decide to accept the risk

Low/Medium risk acceptance requires signed authorization 
from district administration.
Due to the shared environment of our consortium network, 
High/Critical risk acceptance requires ACCESS Board 
approval.



493 Bev Road, Unit 1
Boardman, Ohio  44512
330-702-7860

http://www.access-k12.org

ACCESS Council

Thank you for attending!

Next Assembly Meeting
April, 2023
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