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Welcome

Call to Order
Roll Call - Sign In Sheet

Approve Agenda
Approve Minutes of November 2022 Assembly Meeting

ACCESS Survey

Fiber Update

Approve March 2023 Financial Reports
Student/EMIS Services

Network Services - Security

Board Member Caucus

Adjourn



2023 ACCESS SURVEY — 125 RESPONDENTS

THANKYOU FOR PARTICIPATING.

Q3 Overall, please indicate your level of satisfaction with the services you receive from
ACCESS.

0% 10% 20% 30%% 40% B0%  60% T0% 80% atte 100%




- Commercial Partner Fiber Agreements
Resolution Passed by the ACCESS Board of Directors March 28, 2023

- A RESOLUTION APPROVING A COOPERATIVE BROADBAND NETWORK DEVELOPMENT AGREEMENT WITH
THE COLUMBIANA COUNTY PORT AUTHORITY AND INVOLTA, LLC; AUTHORIZING EXECUTION AND
DELIVERY BY ACCESS OF SUCH COOPERATIVE AGREEMENT AND PERFORMANCE OF ITS OBLIGATIONS
THEREUNDER, INCLUDING AMENDING AND RESTATING EXISTING AGREEMENTS WITH SUCH PARTIES
RELATING TO THE OWNERSHIP, LEASE, USE, MAINTENANCE AND REPAIR OF FIBER WITHIN THE ACCESS
FIBER OPTIC NETWORK AND RENEWING AND EXTENDING THE TERM THEREOF, AND INCLUDING
ACCEPTANCE OF A PROPOSED DONATION OF FIBER OPTIC CABLE FOR ACCESS COUNCIL PURPOSES AND
APPROVAL OF A RELATED DONATION AGREEMENT, AND CONDITIONS AND STIPULATIONS TO SUCH
DONATION; MAKING RELATED FINDINGS AND DETERMINATIONS; AUTHORIZING EXECUTION AND
DELIVERY BY ACCESS COUNCIL OF ALL RELATED AGREEMENTS; AND AUTHORIZING AND APPROVING

RELATED MATTERS.



‘New plant to replace existing
*Office connectivity
‘Increased capacity
‘Maintenance benefits
‘Expanded footprint



Reporting Perlod: March 2023 (FY 2023) 4/4/23 1:51 PM

ACCESS COUNCIL
Cash Summary Report

Full Account

Description Initial Cash | MTD Received | FYTD Received  MTD Expended  FYTD Expended | Fund Balance | Encumbrance Unencumbered

Code

Balance

(125-0000 COMPUTER NETWORK - DATA $603,166.26 $258803.32 $250698537 $21B665.52 §2257150.15 $04299248 $1116607.28 §(173,614.80)
ACQUISTION

025-903F FIBER NETWORK 401,150.83 0.00 0.00 0.00 0.00 40115083 0.00 401,150.83
MAINTENANCE/REPAIRS

0125-8050 ACCESS ONENET SUBSIDY 197,332.56 59,400.00 140,400.00 0.00 126,558.90 21117366 0.00 211,173.66

(125-905D ACCESS DIOCESE STATE 05,249.62 1,396.09 14,497.59 599.00 5.391.00 74,356.21 1,809.00 72,547.21
SUBSIDY

025-905E ACCESS EMIS SUBSIDY 0.00 0.00 14,169.04 0.00 14,169.04 0.00 0.00 0.00

025-905H COMPUTER NETWORK - 3,177.05 0.00 0.00 0.00 0.00 3.177.05 0.00 3,177.05
HUNTINGTON TRUST

499-9023 BROADBAND OHIO STATE 0.00 0.00 44,000.00 0.00 44,000.00 0.00 0.00 0.00
GRANT

Grand Total $1,270,076.32 §319,689.41 § 2,810,052.00 $ 219,264.52 § 2,447, 278.09 § 1,632,850.23 § 1,118,416.28 & 514,433.93




FY2023 Projections All Funds
Beginning Balance
Revenues
Expenses
Projected Ending Balance
Less Fiber Fund
Unreserved Ending Balance

$1,270,076.32
$3,762,979.22
$3,932,781.61
$1,100,273.93
$501,150.83
$599,123.10



ACCESS COUNCIL

Forecast as of 4/14/2023
FY2023 - FY2026

| Actual | | Estimated |
FY20 FY21 FY22 FY23 FY24a FY25 FY26

Beginning Balance 1,0:08 282.27F 36 BES.0F 1,036,315.82 1,270,063 2 1100, 273.93 1,132,253.42 1,231,924.88
Rewvenues

Interest 11,503 83 1,799.62 3824 89 A5, DONIUDND 40,000 .0 35, 000000 25,000, 00
Rents 12, 00000 12,0000 1200030 1.2, 000 0D - - -
Intermet Services to Non-members 184,922 70 223,118 81 244 64674 245 000D 305, 0400 0 3005, OO iD 305, 00000
Wireless Services to Mon-members - 62809 197220 10,872 00 10, 87200 10, 87200 10 &72.0D
Chargeback to Commercial Partmer 145,943 12 139,192 57 183 407 .34 S0, 932 0D 111 daF.30 111,391 040 113,718 .00
Intermet/Other Services to Districts E30.130.05 EBB0,911.27 245, 110.85 1,324,289 86 1,324 2809 86 1,324,289 85 1,324 289 86
Servers/Storage from Districts 9,467 .87 38,081 98 242 1260 12, 7E9.00 12 7859 00 12, 78900 12 FES.00
Wobkce Receipts from Districts 233,145 24 232 32972 302, 145,14 3200, DONIUND 332,000 00 332, 0000 0D 332 000000
Wireless Receipts from Districts 43,332 73 39,2001 .78 356845 91 A4, 955 00 48, 920000 A8, 92000 A8 G2 0.00
hdisc Receipts B2 16 &, 715,08 6.304.39 - - - -
Subsidy-Restricted Grants in Aid 160,808 43 160,698 91 159, 799.51 159,799.51 186,249.11 186, 249.11 186 249.11
Erate Voice receipts - - - - - - -
Erate Wireless Receipts 13000667 93.874.01 161.292.14 B, F12 00 68, 71200 B8, F12.00 B8, F12.00
Erate Internet Receipts 1,047,657 .63 1,127,674 41 1,152 37866 1,130,615 .0:0 1,120,615.00 1,130,615 .00 1,120,615.080
Refund of Pr ¥r Expenditure 4,410.58 41,548 99 32 491.66 ] A0 0 L0 O L0 O
Fiber Fund Transfer Im L0, OO0 DD LoD, 0000 100, 000, 0 110, DO DD LoD, 00 R0 100, 000 0D 100 OvOH. e
One Met Subsidy from Districts 172,800.00 171, 00.00 167 400,30 167, 40000 167 400 =0 167, 400000 167 400,00
Diocese Services Recsipts 13,834.19 1762802 15367.98 16,135.00 16,135.00 16,135.00 16,135.0:0
Erate Diocese 12,105.76 F.104. .68 15085 08 2, 550000 2. 55000 2, 550000 2 .550.080
ErAIS Swbsidy 21,926.54 22,024 15 21, 072.8F 21,829 85 24 62000 24,6200 A 520,00
Total Revenues 3,134, F77.50 3,316,233.09 3,702,272.95 3, 762,979.22 3,871415.97 3 B66,60402.97 3,.868,959.97







* Security needs requiring additional expenditures

' Increases from Software/Maintenance providers

* Actual costs for Network Equipment replacements

* Targeted Unreserved fund balance of $750,000-$1,000,000

* Proposed state budget currently includes a modest increase In
subsidy payments to ITC's

* Proposed state budget currently includes increase in One Net
per building amount from $1,800 to $2,500 per building



STUDENT/EMIS

Student

Scheduling

ParentAccess Mobile App

Graduation Tracking/Graduation Plans
Frontline - Multi Factored Authentication

EMIS

EMIS CrossCheck
Secure Data Center

Exiting Student Follow-Up Collection - New FY23
Data Collector - OH|ID

Coming this summer
Privs added to OEDS by the district OEDS administrator.

m OEDS roles of Superintendent, Treasurer and EMIS Coordinator will have access by
default

11



DUO - Multi-Factor authentication
Phase 1 — Remote access VPN

Phase 2 — Redesign

Phase 3 — Student information & SSO
SAML auth
Consistent experience
Rollout date

Insurance requirements
*  MDR (Managed Detection & Response)

Vulnerability scanning / Penetration
Testing

Premiums may go up 5x for non-
compliance

SOC Services (Security Operations
Center)

Additional Security resources
MDR

Cost savings

24X7 coverage

Increased visibility
Improved risk management

Readiness for potential E-Rate
changes

Improved reputation

12



VULNERABILITY
SCANNING
FOR
YOUR DISTRICT



The most insidious threats to our network are the ones
we don’t even know are there.

How do we find out what we don’t know?

x. Scanning for know weaknesses [ vulnerabilities
x. Scanning for compliance with security benchmarks

How do we scan for these things?



Otenable ( )nessus

Professional




SCANNING
WITH NESSUS

96% reduction in critical vulns.

89% reduction in high vulns.
50% reduction in medium vulns.
60% reduction in low vulns.

Decommissioned/replaced
obsolete/vulnerable hardware

Altered procedures to be more
secure

*stats from our network core

16



We’'re offering to scan your networks regularly. (Of course, it's
free! We paid so you don’t have to.)

Put in a Help Desk ticket to get started.

There are many ways to scan and we're happy to talk to your
tech folks about it.

ACCESS has other tools to help benchmark and harden your
systems.

The more districts that participate in this process the more
secure our network becomes for all of us.



It's not magic. Finding them is easy. Fixing them takes time, effort, and $%.

The results shown earlier are about 2.5 months of work.
ACCESS can't fix these for you, but we likely have tools/methods to help.

There’s no finish line. It is an ongoing process. New vulnerabilities are
found every day.

It's better to know and be able to act than to be blind-sided.

Clarification: the network vulnerability policy adopted in December does
not apply to vulnerabilities found in these internal scans! Those time limits
apply to systems exposed to the Internet.

18



ACCESS PASSWORD
SELF SERVICE



THE MANAGE ENGINE SELF SERVICE PO

RTAL IS A WEB-

BASED APPLICATION THAT ALLOWS END-USERS TO

CHANGE OR RESET THEIR PASSWORD W

THOUT HAVING

TO CONTACT THEIR IT HELP DESK.
THIS HELPS TO GET HELP TO YOUR STAFF FASTER WITH

LESS DOWNTIME AND ALLOW YOUR IT TEAMS TO FOCUS
ON CRITICAL ISSUES INSTEAD OF ROUTINE REQUESTS.

Password SelfService URL

https://selfservice.access-k12.org/authorization.do



F Forgot your password?




Please enroll for the forced verification methods enabled for your account.

0 Security Questions

Duestion :

-- Please Select a Question --

v Hide Answer(s)

e The minimum length of the answer(s) should be 3 characters and maximum allowed i1s 255 characters




-- Please Select a Question --

What i1s your mother's maiden name?

What is the name of your favorite cousin?
What i1s your favourite color?

What was the name of your elementary school?

What was your favounte cartoon character during your childhood?

| Hide Ane What is the first name of your maternal grandmother?




-- Please Select a Question --

What was the first company that you worked for?
Where did you meet your partner?

What is your favorite food?

What i1s your oldest sibling’s middle name?

What was your first car?

| Hide Ane What is the middle name of your oldest child?




Enrollment Change Password

MFA Enrollment Enrolled Verification Methods

#LF Manage

a Security Questions & Answer

View my secunty gueshions

MFA Recovery
You can use backup verfication codes if you are unable to prove your identity.

Generate One-Time Use Backup Verification Codes

Set Up Backup Verification Methods

. Google Authenticator

Microsoft Authenticator

Duo Security




Change Password (&

* 0ld Password ﬂ

" New Password

* Confirm New Password

Minimum length should be at least 8

You can ignore complexity rules if password length is at least 20
Must contain at least 1 upper case character(s)

Must contain at least 1 lower case character(s)

Number of numerals to include 1

Must not contain any character more than 3 times consecutively
Must not have 5 consecutive character(s) from username

Must not contain 5 consecutive character(s) from your old
password

Must not contain restricted patterns List

Maximum length should not exceed 30




Minimum length should be at least 8

You can ignore complexity rules if password length is at least 20
Must contain at least 1 upper case character(s)

Must contain at least 1 lower case character(s)

Nurmber of nurmerals to include 1

Must not contain any character more than 3 times consecutively

Must not have 5 consecutive character(s) from username

Must not contain S consecutive character(s) from your old
password

+" Must not contain restricted patterns List

+ Maximum length should not exceed 30

Change Password Cancel




_——
The entered password 15 considered unsafe according to the Have |

Been Pwned service,

Change Password

* old Password LI L LT L]
" New Password

" Confirm Mew Password

Mirarmrn lemngth should be at least 8

‘fou can ignore complexity rubes if password length is at least 20
Must contain st least 1 vpper case character(s)

Must conrtain ot laast 1 lower case characker(s)

Number of numersls to include 1

Must mot contain any character maore than 3 times consecutivaly
Must not have & consecutive character(s) from username

Must not contain 5 contecutrve character(s) fram your old
password

Must not contain restnched patberns st

Maxsmum length should not exceed 30

Change Password Cancel




Status

@ Password change successful for the following account(s)

» mpalmer - ACCESS
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Enroliment Changes Password

Mail Group Subscription

a

L

Groupd

'

2

+ Subscribe

o

4 Subscribe

fad

maill_staff_emis

# Subscribe

Fah

+ Subscribe

o

<+ Subscribe

L ‘ad

mail_supk

+ Subscribe

+ Subscribe

o

mall_testosard

+ Subscribe

eah L

access_lluminate

+ Subscribe

ead

4+ Subscrbe

mail_|frarian




Enrolled Werification Methods

o 4 = iy 3 r - % 1 £ S—— ¥ e | . ¢. LEmrm rmore

u Security Questions B Answer

Wiew miy secunty gQuestions -~

Email werification

mpalmer@access-kl2.omg

-

Microsoft Authenticator
Youw can use the code generated by the Microsoft Authenticator app to prowve your idemntity. -

MFA Recowery

Youw can use baclkup vernfication codes if you are unable o prove yowur dentity.

Generate One-Time Llse Backup Wenfication Codes

Set Up Backup Verification Methods

- Google Authenticator




Generated Backup Verification Codes

Backup Verification Codes help prove your identity if you lose access to your registered MFA device or are
unable to prove your identity via the enrolled MFA methods. Once you create a new set of 5 backup codes, the
old ones become inactive.

Backup Verification Codes
7d0u 76xs 3313
. 8u9l vO80 papo
k5li grj2 jk36
. 2qzv jO71 bepn

- mscO 1rqgl xpwh Generated Time: Thursday, April 13, 2023 08:40 AM

Save as text &% Send Email & Print

Generate New Codes Close




Set Up Backup Verification Methods

These methods will help you prove your

< YR DO LT

. Google Authenticator

Yubikey Authenticator

e s M el

Use the code gene




Google Authenticator

1. Install Google Authenticator.
2. Open the app, and tap + to add an account.

3. Using the app, scan the QR code image given below.

Can't scan the QR code?

4. Enter the code generated by your authenticator app




Enrolled WYerification Methods

r ys b= & ' o W 1 fl € & v SAMg &S f the ooeth ] . LeEasrm e
4F Manage

a Security Questions 8 Answer

Wieww my Secwunty Questihons -~

Email werification

mpalmer@access~-kl 2. org

=[]

Microsoft Authenticator

You can use the code genmnerated by the Microsoft Aauthenticator app to prowve your rdentity. -~

MFA Recowery

Your can use backup venfication codes if yvou are unable to prowve your dentity.

Cenerate One-Time Uises Backup VWemnfication Codes

Set Up Backup Werification Methods

- Google Authenticator




Yubikey Authenticator

Place the cursor in the below field, and tap the plugged-in Yubikey device to automatically update the code.

Venfy Code

36



Enrolled Verification Methods

be asked to vernfy your identity

w. Learm more
£ Manage

a Security Questions & Answer

View my securnty guestions »

5

Email Verification
mpalmer@access-kl12.0rg

W A

Add Email

Microsoft Authenticator

You can use the code generated by the Microsoft Authenticator app to prove your identity. r

Fnday, March 10, 2023 02:18 PM

Yubikey Authenticator

You can use the code generated by the Yubikey device to prove your identity. »

S:4494 AM




& oo

‘p Forgot your password?

873994




Select one of the option below to prove your identity

B i = - = . . - = . T - = ik & = . el e e el - 5 Il - = e T
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(@) Security Questions

e

Duo Secunty




Select one of the option below to prove your identity

5 g
| & MEelDs L= = & T =T 'l L =1 ! 1 LA |'-| ™ [
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(o) Security Questions

" ) Duo Security

934635




Please answer the following question(s) to reset your password

What is your maternal grandfather's first name?

723595

Having trouble? Use backup code. (2)




MFA Recovery via Backup Code

Backup Verification Codes help prove your identity if you lose access to your MFA device or are unable
to use your enrolled MFA methods.




Reset Password

*New Password

" Confirm Mew Password

Minimum length should be at least 8

You can ignore complexity rules if password length is at least 20
Must contain at least 1 upper case character(s)

Must contain at least 1 lower case character{s)

Number of numerals to include 1

Must not contain any character more than 3 ttmes consecutively
Must not have S5 consecutive character(s) from usermame

Must not contain restricted patterns List

Maximum length should not exceed 30

39659




Password reset successful for the following account(s)

» jow.oft - A




* Expired Terms for the following current members

" Pete Pirone (2021-2023) — Mahoning County Superintendent
" Eric Lowe (2021-2023) — Columbiana County Superintendent
 Dawn Welsch (2021-2023) — Mahoning County Treasurer



ACCESS Council

493 Bev Road, Unit 1
Boardman, Ohio 44512
330-702-7860

http://www.access-k12.org



	ACCESS COUNCIL�April 14, 2023
	ASSEMBLY MEETING – April 14, 2023
	2023 access Survey – 125 respondents�Thank you for participating.
	Broadband & ACCESS Fiber Network
	Benefits of Fiber Agreement
	Financials for Approval
	FINANCIAL UPDATE – Brian Stidham, Treasurer	
	Slide Number 8
	Slide Number 9
	FINANCIAL UPDATE Cont.
	Student/emis
	Network Services - Update
	Vulnerability Scanning �For �Your District
	You can’t fix what you don’t know about.
	Slide Number 15
	Scanning with Nessus
	ACCESS Can Help!
	Realities of Vulnerability Scanning
	ACCESS Password         �Self Service
	The Manage Engine Self Service Portal is a web-based application that allows end-users to change or reset their password without having to contact their IT help desk. ��This helps to get help to your staff faster with less downtime and allow your IT teams to focus on critical issues instead of routine requests.
	Inside the Application
	Slide Number 22
	Slide Number 23
	Slide Number 24
	Slide Number 25
	Slide Number 26
	Slide Number 27
	Slide Number 28
	Slide Number 29
	Slide Number 30
	Slide Number 31
	Slide Number 32
	Slide Number 33
	Slide Number 34
	Slide Number 35
	Slide Number 36
	Slide Number 37
	Slide Number 38
	Slide Number 39
	Slide Number 40
	Slide Number 41
	Slide Number 42
	Slide Number 43
	Slide Number 44
	Membership Caucus – Board Members
	ACCESS Council

